113年度 投入資通安全管理之資源
1. 增/修訂資通安全相關程序
QMS MDP-01 醫材電腦化軟體系統確效管理程序、新和ISO-9001資訊管理程序及新和QMS電腦軟體確效。
2. 資通安全宣導暨訓練共計3小時
資訊安全意識宣導、電子郵件社交工程演練暨教育訓練。
3. 調整重要主機之異地備援機制與資料備份，並進行一次災害復原演練，確保資料之可用性與完整性。
4. 重要主機進行資訊安全主機弱點及網頁安全掃描(初掃、複掃)
5. 配合金管會發佈之上市櫃公司資安管控指引修訂，調整與配合相關資安措施，持續接收及傳遞與宣導重要資安情資。
6. 本年度參與資安相關訓練活動:
1.1 CTBERSEC 2024年度台灣資安大會
1.2 2024/05/23_SP-ISAC_資安初階課程-資安事件應變實務及範例分享
1.3 2024/11/15 醫療器材品質管理系統-軟體確效與製程確效訓練課程-7小時
7. 9月份進行總部資訊機房消防演練，功能正常。
==========================英文版======================================
In 2024, resources were invested in information security management
1. Add/revise procedures related to information security
QMS MDP-01 medical material computerized software system validation management program, Shin-Ho ISO-9001 information management program and Shin-Ho QMS computer software validation.
2. A total of 3 hours of information security promotion and training
Information security awareness promotion, email social engineering drills and education training.
3. Adjust the off-site backup mechanism and data backup of important hosts, and conduct a disaster recovery drill to ensure data availability and integrity.
4. Conduct information security host vulnerability and web page security scans on important hosts (initial scan, re-scan)
5. Cooperate with the revision of the information security management and control guidelines for listed companies issued by the Financial Supervisory Commission, adjust and cooperate with relevant information security measures, and continue to receive, transmit and publicize important information security information.
6. Participate in information security related training activities this year:
1.1 CTBERSEC 2024 Taiwan Information Security Conference
1.2 2024/05/23_SP-ISAC_Introduction to Information Security Course-Information Security Incident Response Practice and Example Sharing
1.3 2024/11/15 Medical Equipment Quality Management System-Software Validation and Process Validation Training Course-7 hours
7. A fire drill was conducted in the headquarters information computer room in September and the functions were normal.
